
Minimum Due Diligence (MDD) Guide for Foreign Exchange 

(FE) Rules – Public’s Version 

 

Preamble  

 

The purpose of this guide is to outline the industry standard practice to be adopted by 

a licensed onshore bank (LOB), and by extension its Appointed Overseas Office 

(AOO), when dealing with their clients in relation to the FE rules, either directly with 

the LOB or via the AOO.  

 

This MDD guide shall be read together with FE Notices issued by Bank Negara 

Malaysia (BNM) on 15 April 2021 which comprises of the following:  

 

(a) Preamble & Interpretation;  

(b) Notice 1: Dealings in Currency, Gold and Other Precious Metals;  

(c) Notice 2: Borrowing and Guarantee;  

(d) Notice 3: Investment in Foreign Currency Asset;  

(e) Notice 4: Payment and Receipt;  

(f) Notice 5: Securities and Financial Instruments;  

(g) Notice 6: Import and Export of Currency; and 

(h) Notice 7: Export of Goods. 

 

Requirements on Due Diligence Processes  

 

 An LOB and/or AOO is required to establish internal controls and procedures to 

ensure compliance with the FE rules i.e. establishing relevant 

system/process/procedure for compliance checking, obtaining relevant 

documentation for verification and adequate audit trail.  

 An LOB and/or AOO shall adopt due diligence processes that are at least at par 

with the industry standard practice set out in this guide. An LOB and/or AOO may 

exercise the due diligence processes above the minimum standard in 

accordance to its risk management framework and the know your customer 

(KYC) principle whilst balancing market efficiency.  
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General Due Diligence Processes 
 
1. In facilitating all FX transactions, an LOB or AOO shall obtain the purpose of 

the transaction from the clients at the onset for Ringgit Operations Monitoring 

System (ROMS) reporting. Verification on the purpose of transactions based on 

declaration from the clients shall be supported by internal checks on the status 

of the client (e.g. FE compliance track record) as guided by know your customer 

(KYC) principle and the LOB’s own compliance framework. 

2. Documentary evidence shall be requested from the client for verification as part 

of due diligence processes to ensure compliance to FE rules as guided by the 

LOB/AOO’s own compliance framework. 

3. An LOB and/or AOO is to set its own guidance on the requirement for 

documentary evidence, where such documents may be obtained either pre- or 

post-transaction as well as on transactional or selective basis as guided by KYC 

principle and the LOB’s own compliance framework.   

4. Specifically for any spot sale of ringgit by non-resident (NR) clients: An 

LOB and AOO is to ensure that it must be supported by delivery of ringgit on 

gross basis. 

5. Termination of forward transaction for portfolio investment (other than those 

under Dynamic Hedging framework) requires BNM’s prior approval (in the event 

the underlying remains). 

 

Specific Due Diligence Processes  
 
FX Transactions with Resident  

 

Dealings with Resident Intermediary (RI) 

6. An RI that is mandated to undertake investment or manage funds on behalf of its 

NR clients’ ringgit assets is allowed to undertake FX transactions on behalf of its 

NR clients with an LOB, including to facilitate its NR clients in repatriating foreign 

currency funds from Malaysia using income or proceeds from divestment of 

ringgit assets 

 

FX transactions with NRs 

 

Dealings with Third Party FX Bank 

7. A third-party FX bank (i.e. any LOB or its AOO that facilitates FX transactions of 

the NR, but does not maintain the NR’s external account neither acts as the NR’s 



MDD Guide for Notice 1 (MDD1) 
For circulation to the public 

2 
 

securities custodian, trust or retrust bank) in facilitating FX transaction of a NR 

may – 

(a) obtain a declaration from the NR to ascertain the purpose of the 

transaction for ROMS reporting purposes; and  

(b) undertake a confirmation on the underlying asset of the NR post-

transaction as guided by KYC principle.  

 

Dealings with Non-Resident Financial Institution (NRFI) 

8. An NRFI that is mandated to manage, or act as a custodian to its NR clients’ 

ringgit assets1, is allowed to undertake FX transactions on behalf of its own 

clients, including for FX exposures from ringgit assets that may not be under its 

custody2 with any LOB and/or AOO.  

9. In facilitating a transaction by an NRFI on behalf of its client via an LOB or AOO, 

the following purposes do not require a non-deliverable forward (NDF) attestation 

from the NRFI:  

(a) International trades in goods and services with a resident; 

(b) Equities or equity instruments listed in Bursa Malaysia;  

(c) Any spot transactions undertaken by an NRFI that is mandated to 

manage or act as a custodian to its NR clients’ ringgit assets; or 

(d) RM-denominated interest rate derivatives or profit rate derivatives3. 

All other transactions by an NRFI on behalf of its NR clients require an NDF 

attestation from the NRFI.  

10. In facilitating a transaction by an NRFI for its own account via an LOB or AOO, 

the following purposes do not require an NDF attestation from the NRFI: 

(a) International trades in goods and services with a resident;  

(b) Equities or equity instruments listed in Bursa Malaysia; or 

(c) RM-denominated interest rate derivatives or profit rate derivatives3. 

All other transactions by an NRFI for its own account require an NDF attestation 

from the NRFI. 

                                                           
1  Examples of these NRFIs are custodian bank, trust bank, retrust bank etc. 
2  For example: Global Custodian A custodies equities and Global Custodian B custodies bonds for 

NR Client. Global Custodian A is allowed to undertake FX transactions (spot and forward) for 
underlying equities and bonds on behalf of NR Client. 

3  Not inclusive of FX transactions arising from interest/profit rate derivatives contracts, including FX 
hedging for settlement of interest/profit rate derivatives and interest/profit rate derivatives embedded 
with FX element e.g. RM cross currency interest rate swaps. 
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11. An NRFI without any proprietary FX trading whom only facilitate NR clients’ 

trades may seek an exemption from the attestation requirement by writing in 

formally to BNM. 

12. Prior to facilitating an FX transaction, the LOB or AOO that facilitates the FX 

transaction may contact BNM to verify the attestation status of the NRFI. 

 

Due Diligence Processes for Transactions on Firm Commitment versus 

Anticipatory Basis  

 

13. An LOB and/or AOO should have its own internal assessment methodology in 

facilitating FX transaction on anticipatory basis, which may take into 

consideration, amongst others, the clients’ past year FX volume, company sales 

or turnover, a financing trade in progress or any other appropriate source that 

provides justification to the hedge volume. 

14. FX transaction entered based on anticipatory that has resulted in over hedged 

position, upon availability of firm underlying has to be adjusted accordingly within 

a reasonable time frame.  

 

Due Diligence Processes for Clients with Special Dispensations or Approvals  

  

15. A client with an approval/exemption from BNM has to satisfy the LOB’s due 

diligence process in ensuring the transaction to be facilitated is in line with the 

approval/exemption.  

16. A client with approvals/exemptions from BNM is expected to provide the approval 

letter to the facilitating LOB. 
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5. Other ringgit-

denominated 

financial 

instruments or 

Islamic financial 

instrument as 

approved by the 

relevant regulator 

Deposit Brochure/Term-sheet/Prospectus or 

Confirmation of the respective investment product 

6. Lending to 

intercompany 

onshore 

Documentation regarding intra-group payment or 

agreement, Debit notes or BNM approval letter  

7. Direct investment 

to Malaysian 

entities 

Sales & Purchase agreement 
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General Due Diligence Processes 

 

1. In facilitating every transaction, an LOB shall obtain the purpose of the 

transaction from the clients in line with External Sector Statistics (ESS) 

reporting guideline. Verification on the purpose of transactions based on 

declaration from the clients shall be supported by internal checks on the status 

of the client (e.g. FE compliance track record) as guided by know your customer 

(KYC) principle and the LOB’s own compliance framework. 

2. An LOB is to set its own guidance on the requirement for documentary evidence, 

where such document(s) may be obtained either pre- or post-transaction and on 

transactional or selective basis, as guided by KYC principle and the LOB’s own 

compliance framework. 

 

Specific Due Diligence Processes 

 

Borrowing 

 

LOB as a lender 

 

Lending in Ringgit to Non-Resident (NR) 

3. A LOB, in providing ringgit financing to a NR, shall ensure that the borrowing - 

(a) complies with the permitted purposes: 

(i) For borrowing to finance activities in real sector, the LOB shall 

obtain a declaration from the client on the purpose of utilisation 

if the LOB is unable to verify the activities or the loan 

disbursement is made directly to the client (e.g. personal loan); 

and 

(ii) For borrowing in the form of repurchase agreement or sale 

buyback agreement (REPO), the LOB shall obtain a 

declaration from the client that its total borrowing from REPO 

is within the permissible limit. 

(b) is not used for speculative activities. Upon conducting due diligence, if 

the LOB believes or suspects that the ringgit proceeds will be used for 

speculation, the LOB must insist on documentary proof on the 

utilisation of the ringgit proceeds prior to disbursement;  

(c) extended to NR financial institutions (NRFI) is only for permitted 

purposes; and 
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(d) in the form of ringgit overdraft facility to non-residents to avoid failure 

in settlement of shares or ringgit instrument traded on Bursa Malaysia 

or through RENTAS due to inadvertent delay of payment by the non-

resident satisfies the following requirements: 

(i) The LOB shall obtain documentary proof of pre-advised funds 

from the non-resident before extending the overdrafts in the 

event of inadvertent delay; and 

(ii) The LOB shall take steps to ascertain if requests for such 

overdrafts by the non-resident are unusually frequent. In such 

event, the LOB shall cease the offering of such facility to the non-

resident if the LOB has reasons to believe that the facility is being 

abused. 

 

Lending in foreign currency to residents 

4. A LOB, in providing foreign currency financing to a resident individual, sole 

proprietor or general partnership, shall obtain a declaration from the client that its 

total outstanding borrowing from any LOB or a NR is within the permissible limit. 

5. A LOB is required to check internally on existing foreign currency financing 

granted to the client to ensure that the additional foreign currency financing does 

not exceed the permissible limit. 

6. An LOB, in providing foreign currency financing to a resident entity to finance 

investment in foreign currency assets, shall obtain a declaration from the client 

on purpose of the borrowing to determine the applicability of threshold of such 

activities. 

(a) Foreign currency borrowing for direct investment abroad is freely 

permitted. However, in the event the LOB becomes aware of a client 

undertaking direct investment abroad with the ultimate purpose of 

reinvestment that does not fall under direct investment abroad,  the 

LOB must obtain from the client approval from BNM for such 

investment as per Minimum Due Diligence Guide for Notice 3 (MDD3); 

and 

(b) Foreign currency borrowing for other type of investment in foreign 

currency assets, the requirement under MDD3 shall be observed. 

 

LOB in facilitating lending 

 

Lending in ringgit to a NR 

7. A LOB, in facilitating lending in ringgit to a non-bank NR, shall ensure that if the 

loan is extended by -  

(a) a resident other than a LOB, is utilised for permitted purposes; or 
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(b) immediate family member or employer in Malaysia is utilised for 

permitted purposes and in compliance with the requirement of external 

account. 

The LOB shall also perform due diligence to determine the relationship between 

the NR and the resident lender to ensure such borrowing is permitted. The LOB 

shall obtain declaration from the client and be guided by KYC principle. 

 

Lending in foreign currency by a resident to a NR 

8. A LOB, in facilitating lending in foreign currency by a non-bank resident to a NR, 

shall ensure requirements under MDD3 and Minimum Due Diligence for Notice 4 

(MDD 4) are observed. 

 

LOB in facilitating borrowing  

 

Borrowing in ringgit by a resident from a NR 

9. A LOB, in facilitating borrowing in ringgit by a resident individual from a NR, shall 

obtain a declaration from the client to ensure that – 

Remitting bank 

(a) the relationship between the client and NR immediate family member 

is established;  

(b) the relationship between the client and NR employer in Malaysia is 

established, the borrowing is in accordance with the terms and 

conditions of the client’s service and the proceeds will be used in 

Malaysia; or 

(c) the lender is not an NRFI. 

Receiving bank 

(a) the total outstanding borrowing of the client from NR does not exceed 

the permissible limit and the proceeds will be used for permitted 

purposes only via a declaration by the client; or 

(a) The lender is not an NRFI. 

10. A LOB, in facilitating borrowing in ringgit by a resident entity from a NR, shall 

obtain a declaration from the client, where relevant, to ensure that – 

(a) The lender is not an NRFI, other than for ringgit borrowing via tradable 

ringgit bond or sukuk issued in line with the Securities Commission of 

Malaysia’s guideline.  The remitting LOB is responsible to ensure that 

any payment from an External Account of NRFI is in line with the 

permitted sources,  and 

(b) The borrowing will be utilised for permitted purposes only; and 
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(c) The outstanding ringgit borrowing of the resident entity from a NR does 

not exceed the permissible limit. 

 

Borrowing in foreign currency by a resident from a NR 

11. A LOB, in facilitating borrowing in foreign currency by a non-bank resident from 

a NR, shall ensure that the permissible threshold is determined prior to facilitating 

such transaction by obtaining a declaration from the client on –  

(a) the relationship between the client and the NR lender; and 

(b) the outstanding borrowing in foreign currency of the client from any NR 

other than from its group of companies which is not an NRFI or a 

special purpose vehicle. The outstanding borrowing is computed 

based on group of entities with parent-subsidiary relationship 

(including borrowing by the group’s special purpose vehicle 

guaranteed or counter-guaranteed by the resident). Refer to the 

Appendix for illustrations on parent-subsidiary relationship. 

 

Guarantees 

 

12. For the issuances of financial guarantees, a LOB is expected to advise the non-

bank resident guarantors of the need to seek BNM’s approval if –  

(a) the non-resident borrower falls under the status of a ‘special purpose 

vehicle’ as per the FE Notices; or 

(b) where implicit support arrangements (such as financial guarantee) are 

assessed as a repayment factor in the credit decision process, 

evidencing insufficient earning capacity on the part of the non-resident 

borrower to repay its own borrowings. 

13. Any payment arising from financial guarantees shall be guided by MDD 4. 

 

Due Diligence Processes for Clients with Special Dispensations or Approvals  

 

14. A client with an approval/exemption from BNM has to satisfy the LOB’s due 

diligence process in ensuring the transaction to be facilitated is in line with the 

approval/exemption.  

15. A client with approval/exemption from BNM is expected to provide the approval 

letter to the facilitating LOB. 
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General Due Diligence Processes 

 

1. In facilitating investment in foreign currency assets by resident clients, an LOB 

shall obtain the purpose of the transaction from the clients in line with External 

Sector Statistics System (ESS) reporting guideline. Verification on the purpose of 

transactions based on declaration from the resident clients shall be supported by 

internal checks on the status of the client (e.g. FE Rules compliance track record) 

as guided by know your customer (KYC) principle and the LOB’s own compliance 

framework. 

2. Prior to facilitating a transaction for the purpose of investment in foreign currency 

assets, an LOB shall undertake the following – 

(a) determine the domestic ringgit borrowing status of a resident client; and 

(b) determine the amount of investment in foreign currency assets undertaken 

by the resident client during the calendar year (in ringgit equivalent), if the 

resident client has domestic ringgit borrowing. 

3. An LOB is to set its own guidance on the determination of domestic ringgit borrowing 

status and existing investment in foreign currency asset undertaken by a resident 

client during the calendar year as guided by KYC principle.  

4. An LOB is to set its own guidance on the requirement for documentary evidence, 

where such document(s) may be obtained either pre- or post-transaction and on 

transactional or selective basis, as guided by KYC principle and the LOB’s own 

compliance framework. 

5. In determining the permissible outstanding amount of investment for the 

calendar year for a resident client with domestic ringgit borrowing, the 

computation of limit is from conversion of ringgit, swapping of financial assets 

onshore with offshore and foreign currency funds from the following sources – 

(a) transfer from Trade FCA;  

(b) proceeds from foreign currency borrowing from an LOB for purposes 

other than direct investment abroad (for resident entity only); and 

(c) permitted foreign currency borrowing under FE Notice 2. 

6. A resident entity client with domestic ringgit borrowing undertaking lending to a 

non-resident entity within its group or a non-resident direct shareholder using 

proceeds from foreign currency borrowing from an LOB, whereby the subsequent 
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use of such lending is for purposes other than direct investment abroad1, is 

subject to the prudential limit on investment in foreign currency asset.  

7. For a joint investment in foreign currency asset by resident individual clients, 

where one of them has domestic ringgit borrowing, the prudential limit on 

investment in foreign currency asset shall apply2 to all resident individual clients 

participating in such joint investment. 

 

Specific Due Diligence Processes 
 

Investment in Foreign Currency Assets Onshore 
 

8. Onshore foreign currency product that references ringgit will only be considered 

as part of investment limit upon conversion into foreign currency3.  

 

Investment in Foreign Currency Assets Offshore on Behalf of Clients 
 

9. In facilitating investment in foreign currency assets offshore by a resident 

intermediary4 on behalf of its clients, an LOB shall obtain a declaration from the 

resident intermediary that– 

(a) it is licensed by the Securities Commission of Malaysia or BNM, as the 

case may be; and 

(b) the investment is made within the prudential limit of the resident 

intermediary (for discretionary funds) or the resident end-clients (for non-

discretionary funds), as the case may be. 

 

Due Diligence Processes for Clients with Special Dispensations or Approvals  
 

10. A resident client with an approval/exemption from BNM has to satisfy the LOB’s due 

diligence process in ensuring the transaction to be facilitated is in line with the 

approval/exemption.  

11. A resident entity client with approvals/exemptions from BNM is expected to provide 

the approval letter to the facilitating LOB.  

                                                           
1  Examples of purposes other than direct investment abroad are investment in real estate and portfolio 

investment.  
2  Illustration: A resident individual without domestic ringgit borrowing (“Resident A”) has a joint-account 

with another resident individual who has domestic ringgit borrowing (“Resident B”). For purposes of 
foreign currency investment for the joint-account, Resident A will also be subject to prudential limit of 
RM1 million (being the limit for a resident with ringgit borrowing). As such, the prudential limit for the 
joint-account will be the combined limit for Resident A and Resident B, i.e. RM2 million.         

3  For example: dual-currency investment product.  
4     Example of these entities: fund managers, insurance companies, takaful operators. 
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General Due Diligence Processes 

 

1. In facilitating every transaction, an LOB shall obtain the purpose of the 

transaction from the clients in line with External Sector Statistics (ESS) 

reporting guideline. Verification on the purpose of transactions based on 

declaration from the clients shall be supported by internal checks on the status 

of the client (e.g. FE compliance track record) as guided by know your customer 

(KYC) principle and the LOB’s own compliance framework. 

2. An LOB is to set its own guidance on the requirement for documentary evidence, 

where such document(s) may be obtained either pre- or post-transaction and on 

transactional or selective basis, as guided by KYC principle and the LOB’s own 

compliance framework.  

3. An LOB is also required to ascertain the residency status of clients during the on-

boarding process. The residency status of client individuals shall be based on –  

(a) Nationality of the resident; and  

(b) For individuals with Permanent Residency status, the determination 

shall be guided by existing tax ruling1 in Malaysia. 

4. For resident client with foreign currency receipt from export of goods or foreign 

currency receipt from a resident exporter and/or resident intermediary2 within the 

global supply chain3, LOB shall open a Trade FCA to credit such foreign currency 

proceeds.  Guidance on the permitted sources and uses of funds for Trade FCA 

and Investment FCA are as stipulated in Appendix C. 

 

Specific Due Diligence Processes 

 

Facilitating Settlement of Exports in Ringgit 

 

5. Where the settlement for export is to be made by a NRFI on behalf of its non-

resident clients in ringgit to a resident, any sale of foreign currency against ringgit 

shall be matched with a back-to-back arrangement with an LOB. 

 

                                                           
1  Kindly refer to Inland Revenue Board of Malaysia’s website at http://www.hasil.gov.my for latest 

updates. 
2  Resident importers and resident vendors that have domestic transactions with the ultimate resident 

exporter within the global supply chain. 
3  Global supply chain is defined as a business activity where resident importers purchase goods or 

services from overseas to support production and distribution of goods or services by a resident 
exporter for its export activities.  This include domestic trade transactions between the resident 
importer and the resident exporter undertaken through resident intermediate entity. 



MDD Guide for Notice 4 (MDD4) 
For circulation to the public 

2 
 

Payment under Guarantee 

 

6. Remitting LOB shall ensure that payment under financial guarantee is only made 

under event of default. 

7. Whilst the denomination of financial guarantees may be quoted to correspond to 

the underlying borrowing, payments or consequential debt repayments arising 

from financial guarantees to –  

(a) a non-resident lender or guarantor shall only be made in foreign 

currency;  

(b) a non-bank resident guarantor from another resident shall only be 

made in ringgit except where the non-bank resident guarantor is an 

immediate family member or an entity within the borrower’s group or 

the borrower’s direct shareholder; and  

(c) a lender or guarantor which is an LOB from another resident may be 

made in foreign currency or in ringgit.  

8. Payment to a non-resident under a non-financial guarantee shall be 

made in foreign currency. However, a payment to or from a non-resident under 

a non-financial guarantee in ringgit for use in Malaysia may be made in ringgit or 

foreign currency. 

 

Facilitating Foreign Currency Payments between Residents 

 

9. In facilitating transactions involving payment in foreign currency between 

residents, the LOB shall – 

(a) ensure that the payment falls within the permitted purposes under 

Notice 4; 

(b) ensure the payment is made from a resident exporter and/or resident 

intermediary to another resident within the global supply chain as 

declared by the resident exporter and/or resident intermediary to the 

Paying Bank. 

10. For payment in foreign currency from resident exporter and/or resident 

intermediary to another resident within the global supply chain, the following have 

to be observed –  

(a) Paying Bank 

(i) To obtain a declaration on involvement in the global supply 

chain4 (which may include a list of resident payees) from the 

                                                           
4  In lieu of a declaration, an LOB may substantiate the global supply chain relationship via other 

supporting documents as guided by KYC principle. 
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resident exporter and/or resident intermediary based on 

LOB’s own compliance framework; and 

(ii) Payment shall be made only from the available foreign 

currency funds in the resident payor’s Trade FCA or 

permitted foreign currency trade facility and no conversion of 

ringgit into foreign currency is allowed for this payment. 

(b) Receiving Bank 

(i) The receiving bank reserves the right to reject payment if the 

paying bank fails to provide the due diligence confirmation 

required under the MDD Guide that applies to the LOB.  

 

Facilitating Payments in Foreign Currency Involving Derivatives 

 

11. An LOB is to be guided by Appendix B when facilitating payments in foreign 

currency involving derivatives.  

 

Due Diligence Processes for Clients with Special Dispensations or Approvals  

 

12. A client with an approval/exemption from BNM has to satisfy the LOB’s due 

diligence process in ensuring the transaction to be facilitated is in line with the 

approval/exemption. 

13. A client with an approval/exemption from BNM is expected to provide the 

approval letter to the facilitating LOB. 
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General Due Diligence Processes  

 

1. An LOB shall establish the profile of its resident client to ascertain the underlying 

transaction and the behavior, among others, through the following: 

(a) Obtain confirmation from its resident client on the source of funds for 

the receipt, in line with External Sector Statistics (ESS) reporting 

guideline; and 

(b) Upon confirming that the receipt is arising from export of goods, the 

LOB shall undertake periodic check based on past records or other 

supporting documents to –  

(i) establish the trend is consistent with past repatriation 

behaviour for the twenty-four (24) months repatriation1 

flexibility; and 

(ii) determine the offsetting / writing-off arrangement is 

undertaken in line with the permitted reasons for offsetting / 

writing-off arrangement. 

2. An LOB is to set its own guidance on the requirement for documentary evidence, 

where such document(s) may be obtained either pre- or post-transaction and on 

transactional or selective basis, as guided by know your customer (KYC) 

principle and the LOB’s own compliance framework.  

 

Specific Due Diligence Processes 

 

3. Upon determining that the foreign currency receipt is from export of goods2, LOB 

may facilitate retention of foreign currency export proceeds into Trade Foreign 

Currency Account (TFCA) or ringgit account up to any amount. 

 

Due Diligence Processes for Transfer of Export Proceeds to Clients’ TFCA 

Maintained with Different LOB 

 

4. There is no restriction for a resident exporter to maintain several TFCAs with any 

LOB. Nonetheless, in facilitating the instruction from the exporter to transfer its 

export proceeds from TCFA in one LOB to another LOB, the LOB shall conduct 

                                                           
1   Export tenure is to be computed based on the actual date of shipment of goods and/or 

transfer of goods to non-resident, not based on the date of invoices. 
2   Proceeds from export of services and merchanting trade are not subject to these requirements. 






