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KUALA LUMPUR: The incidence *
alintermel-based erimae in Malaysia
is escalating bul is no eouse Tor
alierm as sich an inerease is “nalu-
ral®, CyberSceurily Malaysin CEQ
Huisin Jaceri said.
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Husin, who spoke at a media
briefing on Friday to announce
the upeoming SecurcAsia@Ruala
Lumpur Conference & Exhibition,
did ot provide statistics bul said
the incidence was low consider-
ing the increase in the number of
Malaysians using the nel.

“We used o have three million
internet users, now stakistics show
we have nine to 10 million users.
But il you compare the increase
in the number of users with that
of the incidence of erime, it is not
alarming as we have more net
wsers,” he said

“You cannot deny its existence,
but there are measures as the
Malaysian government has taken
many steps o ensure safety, Bark
Negara (BNM) is always vigilam
against cyber threats,

“We have an Internet Banking
Task Force under BNM's leader-
ship and they meet maore than once
a month to discuss potential threats
to internet banking.™

Husin said BNM's eforts were
alss among the reasons [or a lewer
incidence of credit eard cloning of
late,

“The number of credil card thefls
has gone down because Malaysia is
ome of the few countrics to use the
EMY smart chip and not the mem-
ory stripe. So wilh that as well as
the: measures put in place by BNM,
there is a reduction in the data that
can ba intercepted and copied.”

Asked aboul the main threats
faced by Malaysian internet
users, he suid the main echnical
threat was identity thel.

“There are many “main threais
faced by the Maluysian public
online Thers are technical threats,
ol which the mosi apparent is iden-
tity thell in the form of phishing,
where people are trying o steal
your identity onling 1o get your
maney.”

Husin said intrusions were also
another key threal,

“This is one of our biggest
concerns because two [actors
affect us, |gnorance as we are
not aware of these threats, such
as emails purporting to be from
banks but are set up by fraudulent
parties, and intrusions, which are
a threat alfecting both individuals
and businesses,

“They go inlo compuler sys-
tems to steal data and intellectual
property. Sometimes it is discov-
ered, and at others il continues
withoul people knowing it is hap-
pening.”

He cautioned that social net-
working sites such as Facebook
could also be dangerous o users.

“There arealso privacy and safe-
ty issues, For exnmple on Facebook,
we are trusting, so we like o share
a lot of things by putling them up
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R on
the  website,
The intention is to share our hap-
piness, but this can be exploited
by a stalker or potential kidnapper
who uses it to analyse a (potential
victim).”

Husin said rumour mongering
wnn{gm&mmer threat.

“On wp of these technical
attncks, there are other issues fnoed
by the public such as sedition, defa-
mation and ramour mongering via
emalls,” he said, pointing out that
CyberSecurity should not be seen
as Malaysia's “cybercops”.

“We are not cybercops, we are
just a help centre,” he said.

Asked aboul attacks on the
Malaysian internet infrastructure,
Husin said the worst altacks hap-
pencd in 2002 but declined 1o com-
ment on any later inclidents,

“The last major incidents in
Malaysia were the Code Red and
Mimda worms in 2002, where our
ATMs and emails were down as
our bandwidth was clogged. That
wiis the absolute worst,

“There are other attacks but
[ don't want o talk about them.
The more recent Conficker worm,
while causing problems, was nol as
serfous as the 2002 attacks.

“But over 50,000 computers are
atill active, and it is still affecting
computers. The challenge now is
how to clean itup”
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